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Layer 1 Stops the Incident

If the board documents had a "Confidential" sensitivity label
with encryption requiring EXTRACT rights...

Copilot would never have surfaced them
to the marketing employee.

Layer 1 stops the incident before it starts.

"Data classification is the one control that makes every other control smarter.
Without it, DLP doesn't know what to block and Compliance Manager can't prove anything."
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The Governance Gap: Users vs Agents

User Access Governance

• Conditional Access policies
• Access reviews and certifications
• Entitlement management
• Lifecycle workflows

Mature. Understood. Practiced.

Agent Access Governance

• No identity assigned
• Shared credentials / service accounts
• No lifecycle management
• Nobody decommissions them

The new shadow IT.

If you're advising clients on Copilot Studio or AI Foundry deployments,
agent governance isn't a phase 2 conversation. It's day one.
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Governance as Middleware
Purview SDK + Agent Framework  |  Three lines to make any agent compliant

C#  |  Agent Framework SDK

AIAgent agent = new AzureOpenAIClient(...)

    .GetChatClient(deploymentName)

    .AsAIAgent("You are a secure assistant.")

    .AsBuilder()

    .WithPurview(credential, settings)

    .Build();

.WithPurview() = inline DLP blocking + audit logging + compliance governance. One line.
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The Incident, Revisited
Same scenario. Four layers in place. Four chances to stop it.

Layer 1: Data

Sensitivity label blocks Copilot from surfacing encrypted content
B L O C K E D

Layer 2: Identity

Access scoping prevents employee from reaching the board site
B L O C K E D

Layer 3: AI Controls

DLP policy intercepts confidential content in Copilot response
B L O C K E D

Layer 4: Oversight

Insider Risk flags anomalous access, triggers investigation
D E T E C T E D

Layered defense means no single misconfiguration becomes a breach.
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The Checklist
What to enable, when, and why

Days 1-30: Visibility

Turn on DSPM for AI

Run sensitivity label audit

Identify overshared sites

Deploy Compliance Manager
AI assessments

Enable Purview Audit for
AI interactions

Inventory agents with
Entra Agent ID

Days 31-60: Protection

Default labels + auto-labeling

DLP policies for Copilot
(Exchange, Teams, SPO)

Insider Risk with AI indicators

Endpoint DLP for 3rd-party
GenAI sites

Priva privacy risk signals

Assign agent sponsors +
lifecycle policies

Days 61-90: Governance

Access reviews for users
AND agents

Regulatory compliance
dashboards

Activate Purview agents
(Posture, DLP Triage)

AI incident response
playbook

Report metrics to
leadership

Quarterly governance
review cadence
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Guardrails First.
Thank you.

Alejandro Araujo Rajzner
MCT  |  Azure AI Architect  | Speaker

linkedin.com/in/a2araujo
#EternallyCurious

Resources

Microsoft Data Security Index 2026

Purview Blueprint: Secure Agents

Microsoft Entra Agent ID Docs

EU AI Act Implementation Timeline

Purview SDK for Agent Framework
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